[image: A black background with a black square

AI-generated content may be incorrect.][image: A black background with blue text

AI-generated content may be incorrect.] 


[image: A black background with a black square

AI-generated content may be incorrect.]	


[image: A black background with a black square

AI-generated content may be incorrect.]	



Video Surveillance Policy
Definitions:
“Co-op” means [name of housing co-op];
“Premises” means 	
[1] 	areas within the boundaries of the civil and legal address of the Co-op, including but not limited to the entrance, passageways, roadways, sidewalks, common grounds and other common areas of the Co-op; and
[2] 	areas outside the residential premises owned or operated by the Co-op which have been assigned to the member by the Co-op to occupy on a full-time basis (the “Unit”).
“Video surveillance” refers to a video, physical, mechanical, electronic or digital surveillance system or device that enables continuous or periodic video recording, observing or monitoring of personal information about an individual;1
“Personal information” means information about an identifiable individual which includes, but is not limited to, information relating to an individual's race, ethnicity, nationality, and age. If a video surveillance system displays these characteristics of an identifiable individual or the activities in which they are engaged, its contents will be considered "personal information".2
1 Recommended Privacy Guidelines for Use of Video Surveillance Cameras; Canadian Security Association 
2 Recommended Privacy Guidelines for Use of Video Surveillance Cameras; Canadian Security Association
Policy
Rationale and Purpose for Limited Video Surveillance
[The Co-op does not have a concierge or security staff in place at the Premises at all times.] The Co-op may maintain a video surveillance system to improve the safety and security of the Co-op, its members, guests, staff, and common assets and to monitor the enforcement of its policies. In particular, the presence of cameras in communal areas is intended to deter criminal activity such as break-ins, assaults and vandalism. If there is a safety or security incident, video recordings may be useful in an investigation.
	Location and field of vision
Video cameras may be positioned to observe common areas of the Premises. The Co-op shall not install video cameras in areas where there is reasonable expectation of privacy (for example, in members’ homes or common washrooms). The Co-op will avoid positioning cameras in sensitive areas including unit entrances and public areas beyond the Co-op’s property (for example, a public street).
Notices
a. The Co-op shall post notices informing members, residents and visitors that certain areas of the Premises may be under video surveillance.
b. [Notices will include whom to contact for questions regarding the Co-op’s video surveillance.]
	Recording Limitations
c. [The cameras only record video.] [They do not record sound or have light/infrared/night vision/zoom/tracking capabilities.] [The cameras have fixed fields of view.]
d. [The camera system runs 24 hours a day but records video only when motion is detected.] [The camera system runs between X and X each day.]
e. [The camera system is installed on a secure, encrypted system.]
f. [No one regularly monitors the cameras in real time.] [The entry video system does allow for remote access on demand.]
g. [The cameras automatically record data to a device kept in locked room or data stored in a cloud-based system]. Only authorized personnel shall have access to the system and the recordings. 
h. [The Co-op should notify the Co-op’s monitoring company when it discovers when one or more of the cameras are not working.]
i. [The video surveillance system, including camera placement, will be subject to periodic inspection carried out by the Co-op or a third-party security consultant to ensure the system still meets the needs of the Co-op.]
	Access to Video Recordings
The Co-op will take all reasonable precautions to ensure that personal information is kept 	safe from loss, unauthorized access, modification or disclosure.
j. [Access to surveillance system and its recordings requires a key to where the system hardware is kept.] [Remote access to the surveillance system and its recordings will require logbook in credentials authorized by the Co-op.] 
k. Authorized personnel as determined by the Co-op may access the video recordings:
i. To ensure the system functions properly.
ii. To investigate safety or security incidents.
iii. To process a request to access an individual’s personal information. 
iv. To monitor compliance with policies where applicable.
l. Authorized personnel may include but are not limited to:
i. [The Co-op’s PIP officer]
ii. [The co-op’s management company/Co-ordinator]
iii. [Designated board director]
m. Others, including law enforcement personnel, may access video recordings:
i. In conjunction with system maintenance requirements.
ii. As part of an official investigation of a security or safety incident.
n. [Where the board requires access to recorded material, there must be written authorization by the Board; based on the recorded incident or request for access and there must be at least two Board members reviewing the recording.] 
o. The Co-op shall keep a written logbook that details (in chronological order) whenever the Co-op’s surveillance footage is accessed due to a request or incident. [The logbook will detail who made the request, who accessed the surveillance recordings, the reason and outcome. This logbook will also include all occurrences of camera malfunctions, including the date the malfunction was discovered and date the camera(s) were functioning again. The logbook will be kept in a secure location.]
p. Personal information contained in the recordings shall not be used or disclosed for purposes other than those for which it was collected, except with the written consent of the individual or as required by law.
i. When the Co-op processes a request to access personal information records, it shall ensure it protects any other individual’s personal information found in the recording.
q. Individuals who use Co-op surveillance camera footage inappropriately or are found in breach of this policy will be subject to disciplinary sanctions, up to and including termination. The [Co-op’s PIP Officer] will be notified of unauthorized disclosure of video surveillance recordings or breaches of this policy or the Personal Information Protection Act. 
Right to Access
r. Anyone whose image is captured by the surveillance video has the right to access their own personal images. 
s. All requests for such access by an individual must be in writing and submitted [to the Co-op office]. When there is a request to access personal information records, images of other individuals will not be released without permission or as required by law.
t. Requested personal information will be provided to the applicant within 30 business days after it is requested. If more time is required, the Co-op will submit a written notice to the applicant.
	Disposition of the recordings: Retention and Destruction 
u. With the exception of records retained for criminal, safety, policy enforcement or security investigations (as determined by the Co-op or requested from the Co-op), or for evidentiary purposes, the Co-op shall not keep copies of the recordings longer than [90 days].
v. [The surveillance system is on a recording cycle, and new recordings overwrite over the old. Depending on activity levels, recordings may be overwritten in fewer than [90 days].
w. If recordings are used to investigate an incident, those recordings will be retained for [one year] after a final decision is reached concerning the incident.
x. If specific recordings are to be destroyed, the Co-op will document the destruction of the recordings in its logbook. 
Privacy Questions
y. The [Co-op’s PIP Officer] shall answer questions about the video surveillance system installed throughout the Premises. Anyone can submit questions though [contact information].
z. Complaints regarding the Co-op’s treatment of an individual’s personal information shall be submitted to the [Co-op’s PIP Officer].

Policy approved: [enter date]
Replaces policy/policies: [enter date]

Beta Version: 2025-05-25

Procedures needed to carry out this policy
Procedures needed to carry out this policy include the items listed below:

1. Co-op to itemize the locations of all cameras as Schedule A of this policy. The Co-op should be diligent in informing members when changes to the video surveillance system are made. 
The Co-op shall designate individuals having authority to access the video recordings, subject to the requirements of the Personal Information Privacy Act (PIPA). 
· For example, employees will have access to information collected through video surveillance only where necessary in the performance of their duties and in accordance with the provisions of this policy. 
When video surveillance footage is being displayed by authorized employees or board members on a video monitor or other screens, those devices should be positioned so that they cannot be viewed by others.
Individuals requesting access to video surveillance must submit their request in writing and submit it to the Co-op. The Co-op will review the request and if approved will determine an appropriate time for the individual to view the recording. Copies will be permitted as allowed under PIPA. 
The Co-op will maintain a logbook or other reference for the retention, access, and destruction of video recordings. 
When the Co-op discovers a possible or confirmed instance of unauthorized access to the video surveillance system (for example, viewing, use, or disclosure of footage), the Co-op will investigate the incident and take one or more of the following actions:
a. No further action
b. Warning
c. Removing authority to access the Co-op’s video surveillance system
d. Considering membership termination



Schedule A: Security Camera Locations

	Camera #
	Location
	Scope of capture
	Notes

	[Camera 1]
	[Lobby]
	[Entry door]
	[only records from 9 pm-9 am]

	[Camera 2]
	[Lobby]
	[Elevators doors]
	[only records motion]

	[Camera 3]
	
	
	

	[Camera 4]
	
	
	

	[Camera 5]
	
	
	

	[Camera 6]
	
	
	

	[Camera 7]
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